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Webinar Logistics

 Turn on your system sound to hear the streaming presentation.

* If you have technical problems, click “Help” or submit a question
asking for assistance.

* Participate in ‘Group Chat’ by maximizing the chat widget in your
dock.
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Beningo Embedded Group - CEO / Founder

Focus: Software Architecture, Processes, and Dev Skills

THE SPEAKER

At Beningo Embedded Group, we believe everyone deserves the skills to confidently
advance their careers, meet deadlines, and deliver quality embedded systems. We
provide modern strategies, insights, and hands-on training to equip developers and
teams with the tools they need to succeed.

Embedded
Software

* EMBEDDED
SOFTWARE ACADEMY

BY BENINGO

Design

Jacob Beningo
Visit ( www.beningo.com ) to learn more

m jacobbeningo > .
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This week’s topics:

Q What is Software Architecture?

Q Design Philosophies and Principles

Q Modeling with UML and the 4C Mode|

Data-Centric Architecture Design

Beyond UML - Data, Isolation, Security
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Data Dictates Design
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Data Dictates Design

Software systems today are about 5 things:
Where is the data coming from? (Producer)
How is the data being transferred?

How is data being processed? (Consumed)
What actions are being taken?

How is data being stored?

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Identify the System Hardware Blocks

Serial Command

Device

Interface

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Decomposition using Data Flow

There are five steps teams can use to develop and evolve their
software architecture:

1)Separate the software architecture
)ldentify and trace data assets
)Decompose the system
)
)

NO

N

nterface and component design
5)Simulate, iterate, and scale

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Step #1 - Separate the Architecture

Application Business Architecture
(Hardware Independent)

Abstraction layer(s)

Real-time Software Architecture
(Hardware Dependent)

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Audience POLL Question

Wh% IS it important to separate the architecture into application and real-time
architectures?

a) To ensure the application remains independent from the underlying hardware
and can be reused across different platforms.

D) To make the system run faster by combining all timing logic directly into the
application code.

c) To Si|mF|ify debugging by merging hardware drivers and business logic into a
single layer.

d) To gllovvydevelopers to hard-code timing and device dependencies into the
application for maximum control.

10
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Follow the Data
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Step #2 - Identify and trace data assets

Unique ID Command Data Motor Control
Temperature Controller State Motor Direction Pixel Map
Relay State Encryption Keys Motor Speed LED State

Abstraction Layers
Raw Serial Data Hardware Hardware Data
Configuration Outputs

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Step #2 - Identify and trace data assets

r L] _— n _‘ _____

e \ \ a \I
Temperature —>[ Controller State H Motor Control I Relay State :

) 1 1 , o q
Unique ID = Motor Direction I Pixel Map |

e ™ s ™ I e N
Encryption Keys [ Command Data ] =»  Motor Speed " LED State |

_ J L J u Ja

Abstraction Layers

Raw : Hardware . Hardware Data I
Raw Serial Data : )
Configuration

Temperature Outputs
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Step #2 - Identify and trace data assets

Non-Secure Application Secure Application

R A !
, \ T T
» Controller State —>[ Motor Control i Relay State — |
p—m— I o O \
Command Data = Motor Direction I Pixel Map I I Encryption Keys
: b " b :
Temperature = Motor Speed - LED State i : Unique ID

Abstraction Layers

|
Raw Raw Serial Data Hardware Data | Hardware
Temperature Outputs l Configuration
|

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Step #2 - Identify and trace data assets

Non-Secure Application o
Secure Application

{ Controller State ]—»[ Motor Control ]

A  fem s mm s omm s omm s omm s omm s omm o

Motor Direction

n —_— L] _— :'_ L] _— II

Encryption Keys

Unique ID

|
|
|
[ Temperature ] [ Command Data J Motor Speed | . Pixel Map
|
|
|

| LEDState |l

Abstract on Layers

Raw Raw Serial Data Motor Data Indicator Data : Hardware
Temperature Outputs Outputs Configuration

15
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Audience POLL Question

Why is tracing data assets important?

a) It shows you how data flows through the system.

D) It guides how the system should be broken up into different domains
C) It hints at where additional communication mechanisms are needed.
d) All the above

)

e) None of the above

16
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Step #3 - Decompose
/ Input Domain \@)tor Control DomNOutput Domain\
Non-Seclire Application

{ Controller State ]——{ Motor Control ]

a2

n — L] L :'_ L] L II

Pixel Map Encryption Keys

[ Temperature ] [ Command Data J

LED State |

Unique ID

Abstract on Layers

‘ Raw Raw Serial Data ' Motor Data Indicator Data : Hardware
Temperature Outputs Outputs Configuration

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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Step #3 - Decompose
Controller Task Motor Task v Display Task \

Non-Secufe Application

Secure Application

{ Controller State Motor Control ]

V2 4

Sensor]Task Rx|[Task

n — L] L :'_ L] L II

Pixel Map Encryption Keys

[ Temperature ] [ Command Data J

Unique ID

I LED State l

Abstract on Layers

—— :
Raw Raw Serial Data Motor Data Indicator Data : Hardware
\ Temperature Outputs Outputs | Configuration
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Step #4 - Interface and Component Design

motor_task

motor_app

motor_sm

Motor App

Motor Task

- MotorState: MotorState_t =
MOTOR_OFF
- MotorMsg: MotorMsg_t

+ Task_Motorlnit():bool
+ Task_Motor()
+ Task_MotorQGet():TX_QUEUE *

- MotorError. MotorError_t =
MOTOR_ERROR_NONE

Motor State Machine

motor_drv

+ MotorApp_Init()
+ MotorApp_FaultChecks(): MotorErr_t

- MotorState:MotorState_t = MOTOR_OFF

- MotorDirection: MotorDirection_t = FORWARD

- MotorSpeed: uint32_t =0

Motor Driver

Abstraction Layers

<<uses>

|
A4

+ MotorSm_Init():bool
+ MotorSm_Run(uint32_t)
+ MotorSm_StateSet(MotorID_t, MotorData._t)

+ MotorSm_StateGet(MatorlD_t): MotorState_t

+ Motor_Init(Motor_t):bool
+Motor_Command(MotorMsg_t):bool

<<enumeration>>
MotorError_t

MOTOR_ERROR_NONE
MOTOR_ERROR_OVER_CURRENT
MOTOR_ERROR_OVER_VOLTAGE

MOTOR_ERROR_OVER_SPEED

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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<<interface>>
Interface

+ Motor_On(MotorlD_t):bool
+ Motor_SpeedSet(MotorSpeet_t):bool
+ Motor_DirectionSet(MotorDirection_t):bool
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Step #5 - Simulate, Iterate, and Scale

User Control 4 \\
minTem,
on 10 > p
)
20 » maxTemp |
off | . Sco pe
) ) HEATER_STATE » HEATER_STATE
10
. 1 - enabled
Min Temp curTemp . >
! . enable e — ; ' (HEATER_IDLE )
en: HEATER_STATE =
20
P tempin
MEKEmp | curTemp g
. J Heater Plant Model

Heater Controller
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Audience POLL Question

Once an architecture is created, is it set in stone?

a) Yes

D) No, as new information is learned, the architecture evolves
c) Other

22
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Going Further

Download the extra resources:
* https://beningo.short.gy/25DNCEC-10-Architecture-

Resources

Get Hands-On:

« Analyze an existing projects software architecture
« Draw a new software architecture

 Invest a widget to practice your architecture skills

« Join an Embedded Software Architecture Kata

Downloadable Resources:
Characteristics Worksheet
Modern Principles
Architecture Book List
ADR Template

EMBEDDED SOFTWARE

_ ARGHITEGTURE

MASTERGLASS

Save $100:
https://beningo.short.gy/DNCEC2510

24
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Additional Resources

Please consider the resources below:

 Jacob's Blogs

e |acob's CEC courses
« Embedded Software Academy

I
B S e
_ Consulting @ Coaching Training
« http://bit.ly/1BAHYXm

* EMBEDDED

25
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Next Steps

0 What is Software Architecture?

Q Design Philosophies and Principles

Q Modeling with UML and the 4C Mode|

0 Data-Centric Architecture Design

Beyond UML - Data, Isolation, and Security

©2025 Beningo Embedded Group, LLC. All Rights Reserved.
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