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DAY 5 : Debugging, Logging, and Best Practices 
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Webinar Logistics

• Turn on your system sound to hear the streaming presentation.

• If you have technical problems, click “Help” or submit a question 

asking for assistance.

• Participate in ‘Group Chat’ by maximizing the chat widget in your 

dock.
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THE SPEAKER

Jacob Beningo
Jacob@beningo.com

Jacob@beningo.com
Visit to learn more

www.beningo.com

www.beningo.com

Beningo Embedded Group – CEO / Founder

Focus: Software Architecture, Processes, and Dev Skills

At Beningo Embedded Group, we believe everyone deserves the skills to confidently 
advance their careers, meet deadlines, and deliver quality embedded systems. We 
provide modern strategies, insights, and hands-on training to equip developers and 
teams with the tools they need to succeed.

jacobbeningo

jacobbeningo

https://www.beningo.com/about/
http://www.beningo.com/
https://www.linkedin.com/in/jacobbeningo
https://www.linkedin.com/in/jacobbeningo
https://www.linkedin.com/in/jacobbeningo
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Debugging
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Bugging is Expensive!
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Debug Using VS Code
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MCUXpresso for 
VS Code Extension

Compile

Debug
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SEGGER Ozone

7



Sponsored By

©2025 Beningo Embedded Group, LLC. All Rights Reserved.

Audience POLL Question
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What is your preference for debugging your Zephyr RTOS applications?
a) Using raw gdb with west debug
b) Using Visual Studio Code
c) Using SEGGER Ozone
d) Using run-time capabilities like logs, the shell, etc



Sponsored By

©2025 Beningo Embedded Group, LLC. All Rights Reserved.

Debug Trace
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The Power of Tracing
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Danger #1 – Task 

Starvation

Danger #2 – Priority 

Inversion

Danger #3 - Deadlock



Sponsored By

©2025 Beningo Embedded Group, LLC. All Rights Reserved.

SEGGER SystemView
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CONFIG_STDOUT_CONSOLE=y

CONFIG_THREAD_NAME=y

CONFIG_SEGGER_SYSTEMVIEW=y

CONFIG_USE_SEGGER_RTT=y

CONFIG_TRACING=y
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Percepio TraceView
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CONFIG_TRACING=y

CONFIG_PERCEPIO_TRACERECORD
ER=y
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Audience POLL Question
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Which of the following best describes the purpose of tracing in an 
embedded system running Zephyr RTOS?
a) To encrypt communication between tasks and peripherals
b) To monitor and record system events for debugging and performance 

analysis
c) To configure GPIO pins dynamically during runtime
d) To allocate stack memory for kernel threads
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Logging
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What is logging?

A structured way to report system messages like errors, warnings, info, and debug output.

Key Features in Zephyr Logging:

• LOG_ERR(), LOG_WRN(), LOG_INF(), LOG_DBG() macros

• Module-based: LOG_MODULE_REGISTER(main)

• Adjustable log levels per module

• Deferred or immediate logging modes

• Output backends: UART, RTT, memory
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Goals and Hardware Setup

The purpose of this example is to 

modify the samples/basic/blinky 

example to:

• Display log info on USART2

• Keep the Shell on USART4

• Explore Log messages
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Programming 
Port

LED

myled

TX
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Enabling Logging
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The Code
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Result
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Audience POLL Question
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What is the most important configuration to ensure your log messages 
don’t end up on all your UART devices?
a) CONFIG_LOG_MODE_DEFERRED=y
b) CONFIG_SHELL_LOG_BACKEND=n
c) CONFIG_SHELL_LOG_BACKEND=n
d) CONFIG_LOG_BACKEND_RTT=n
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Next Steps
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Going Further

Download the extra resources:

• https://beningo.short.gy/jVGeiDNZephyrLP

Zephyr Documentation:

• Tracing Documentation

• Logging Documentation
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Downloadable Resources:

• West Cheat Sheet (High-Resolution)

• RTOS Performance Guide

• Application Code Examples

• Zephyr Docker Container

• VS Code Debug Launch Script

https://beningo.short.gy/jVGeiDNZephyrLP
https://beningo.short.gy/jVGeiDNZephyrLP
https://docs.zephyrproject.org/latest/services/tracing/index.html
https://docs.zephyrproject.org/latest/services/tracing/index.html
https://docs.zephyrproject.org/latest/services/logging/index.html
https://docs.zephyrproject.org/latest/services/logging/index.html
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Additional Resources
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Please consider the resources below:
• Jacob’s Blogs
• Jacob’s CEC courses
• Embedded Software Academy

• Embedded Bytes Newsletter

• http://bit.ly/1BAHYXm

     

Consulting Coaching Training

www.beningo.com
www.beningo.com

https://www.beningo.com/blog/
https://www.beningo.com/blog/
https://www.beningo.com/category/design-news-cec/
https://www.beningo.com/category/design-news-cec/
https://www.beningo.com/embedded-software-academy/
https://www.beningo.com/embedded-software-academy/
http://bit.ly/1BAHYXm
http://bit.ly/1BAHYXm
https://www.beningo.com/about/
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Next Steps
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Welcome to Zephyr RTOS 

Build Systems, Kconfig, and Device Tree 

Threads, Scheduling, and RTOS Primitives 

Drivers, Peripherals, and Customization 

Debugging, Logging, and Best Practices 



Thank You
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